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Ms. Marlene Dortch, Secretary
Federal Communications Commission
445 12th Street, S.W.
Washington, D.C. 20554

Re: Notice ofEx Parte Presentation in CC Docket No. 96-115 and RM-11277

Dear Ms. Dortch:

XO Communications, Inc. ("XO"), through its attorneys, respectfully submits this
Notice of Ex Parte Presentation in the above-referenced proceedings. On January 8, 2007, Lisa
Youngers of XO, and the undersigned counsel to XO, met with John Hunter, Senior Legal
Advisor to Commissioner Robert M. McDowell, and Angela E. Giancarlo, Legal Advisor to
Commissioner Robert M. McDowell, to discuss the Notice of Proposed Rulemaking in the
above-referenced proceedings. During the meeting, XO distributed and discussed the attached
documents. XO's oral remarks were consistent with the positions set forth in these documents,
as well as in XO's comments and reply comments submitted previously in this proceeding.

Please feel free to contact me at (202) 342-8544 if you have any questions, or
require further information.

Respectfully submitted,

~~+t.~
John J. Heitmann

Counsel to XO Communications, Inc.

DCOl/FREEB/265042.4
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Attachments

cc: John Hunter (via email)
Angela Giancarlo (via email)
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Summary

o There is no need to modify the FCC's
existing CPNI rules -the FCC'scurrel
rules are sufficient to safeguardCPNI

o The FCC should not adopt any of EPI(
proposals

o The FCC also should not modify its ru
pertaining to Joint venture partners a
independent contractors

o XO supports the adoption of a safe he
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There is No Need to Mod4-fythei PGC's
Current CPNI Rules

o Comments in this proceeding
demonstrate an overwhelrningcarrier
commitment to consu.merprivacy

o Comments in this proceeding also
demonstrate that the risk to customer
privacy is due topretextlngorothier
unlawful practices
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The FCC Should Not Adopt·Any of· EPIE:'s·
Proposals.

o Adoption of EPIC's proposals would cause carriers to
incur significant costs without addressing the underlying
problem :pretexting

o Customer-setpasswords
• Passwords are unworkable for buslnesscustomers

because the implemenlationofcustomer-set
passwords onaccountsvvith ITlultipJeadmlnlstrators
would be extremely.costlyanadifficulttoadmTnister

• Consumers do not want passwords
o Audit trails

• FCC already has rejected the use of audit trails and
there is no reason to revisit that decision

• It would be extremely costly and burdensome for
carriers to change or modIfy their databases to be able
to implement audit traIls .
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The FCC Should Notl-.\doptAnyof EPIC's
Proposals (cant.)

•

•
•

•

Encryption
• Unnecessary if a carrier maintains appropriate CPNI safeguards
• Unworkable - the carrier would need to unencryptthedata each time it needed to

access the data
Once the carrier unencrypts the data (for example, for billing purposes), the data
is now available in a written unencrypted format outside of the carrier's system,
thus negating the benefits of encrypting the data
Prohibitively costly and nearly impossible for to implement an encryption system 
would require complete replacement of carrier billing practices

CPNI Breach Notification
• FCC should not require carriers to notify customers each time a breach has

occurred .
Not all CPNI breaches result in the misuse ofdata
Puts an undue burden on carriers; carriers may not have knowledge that a breach
has occurred
If a security breach has resultedin the breach of personally identifiable
information (such as social security number orered it card number) and carriers
have knowledge of the breath, thencartierSalready are required to notify
consumers that a breach has occurred under various federal and state statutes
If the FCC implements a breach notificationrule,thenitmust limit breach
notification duties to When carrierS haVe knbwledgethat thecostomer's oWn
personal and credit information has been compromised; carriers should not be
required to notify customers after each release of CPNI

••

o

o
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The FCC Should Not M-odifyCarrier()bligations
with Regard to ]oIntVentl.lrePartnersand
Independent Contractors _

o There is no evIdence th-at frau-dulent access
to records is due tojoJntventurepartners
or independent contractors

o Modifying the rulesp~_rtainlngto

independent contractors and Joint venture
partners would have an adverse Impact on
carrier operationsbyShuttih~gdown
independent sales chan-nels

o Modifying the rules would violate the First
Amendment of the U.S. Constitution

6
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XO Supports AdoptioqofaSafe·l-larbor
~ •• _ .•• _ •.•.•• -',0" ._ ._

o XO supports adoption of a safe harbor based on best practices

• XO supports the following safe harbOr Components:
o Carriers must develop internal written procediJres to protect CPNI
o Carriers must conduct trainihgregatding thbseprbceduresahdthe

protection of CPNI .. .... .. _
o Carriers must develop internal standards for customerauthentication
o Carriers must file CPNI certifications with the FCC annually
o Carriers must not use sbcialsecurity humber-sfar ClJstomer

authentication

• XO does not support inclusion of thefoJlowing in any safe harbOr:
o Mandatory password protection for call center inquiries
o Optional password protection for call center inquiries, unless limited to

residential accounts - .
o Customer notification of unauthorized access/disClosure ofC:PNI

7
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Add itionaICons-ic:lfe-ra;tl()/n~s--
'\ 0 XO supports COMPTEL's request that the FCC affirmatively

prohibit language in commercial agreements that would
require CLEes to relinquish their control over customer
CPNI
• Contract provisions proposed in AT&T commercial agreements

interfere with a CLEC's ability to protect its customer's CPNI
• FCC should confirm that language In AT&T's (or any other

commercial agreement) that hampers a carrier's ability to
protect its customers' CPNIwouid be deemed unenforceable

o FCC should not apply CPNlrulesto ISPsorinformation
services
• Doing so is not supported by section 222, which applies solely

to information derived from "telecommUnications services"
• Applying CPNI requirements to information services is not

necessary; EPIC is concerned about the release of telephone
call records, and has notdemonstrated any basis for applying
CPNI requirements to ISPS or infotrnationservices -
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MU.MBAI. INDIA

November 7, 2006

VIA ECFS

Ms. Marlene Dortch
Secretary
Federal Communications Commission
445 12th Street, SW
Washin~on,D.C.20554

Re: Notice ofEx Parte Presentation, CCDocket No. 96-115, RM-11277

Dear Ms. Dortch:

XO Communications ("XO"), through its attorneys, respectfully submits this
notice ofexparte presentation. On November 6, 2006, Lisa Youngers and C.M. Toke
Vandervoort from XO Communications and the undersigned, counsel to XO, met with Michelle
Carey, Senior Legal Advisor to Chairman Martin to discuss the Notice ofProposed Rulemaking
in the above-referenced proceeding.

During the meeting, XO distributed the attached presentation, which summarizes
the scope of the meeting; the content thereofis and XO's oral remarks were consistent with the
comments and replies XO previously has submitted in this proceeding. fu particular, XO
discussed its current security and authentication policies, which are described briefly herein. XO
explained that, to the best ofits knowledge, those procedures have been sufficient to prevent
unauthorized access to account information. XO also urged the Commission not to adopt a rule
that would require carriers to implement customer-set passwords, and argued that ifthe
Commission were to adopt some form ofcustomer-set password requirement, then it should limit
the requirement so that it applies only to residential customers. To this end, XO proposed an
exclusion from any password requirement for business customers.



_"J:'.

1

KELLEY DRYE & WARREN LLP

Ms. Marlene Dortch
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1. XO's AuthenticationlVerification Procedures

XO has implemented a multi-tiered process to authenticate a business customer
caller's identity prior to releasing customer information. l As part of this process, upon becoming
an XO customer, each business customer selects a "master account administrator" who has
controlling responsibility for and serves as the primary interface on the account. The master
account administrator also may choose to designate "sub-administrators" as appropriate for that
account. The master account administrator authorizes and thereby limits the type ofinformation
(e.g., billing information, trouble tickets, etc.) that each sub-administrator may access. Sub
administrators who have been granted limited account information access are granted access only
to information within the scope oftheir authorized access.

A customer request for information to the XO business customer care call center
triggers a multi-step authentication process that involves verification ofthe business account
holder, the caller's identity and scope of authority to access account information, and other
account information known only to the customer account. Critically, the XO authentication
process includes verification ofat least two data points known only to the customer account
holder. One ofthese data points is relatively static while the other is relatively dynamic, so that
depending on the account profile, there may be as many as twenty different challenge questions
from which an XO business customer care representative may select as part of the authentication
ofa business customer caller. The use ofparticular challenge questions varies. The
effectiveness ofchallenge questions in particular is in part due to the variety ofquestions and the
requirement for accurate answers in response.

If the caller successfully provides the required information necessary to
. authenticate the business customer, the caller and the request being made, then the call continues.
lfnot, XO will refuse the caller's request for account information. For example, if the caller
requests billing information, but only has authority to access information pertaining to trouble
tickets, then XO will reject the request and instruct that caller that the appropriate authorized
sub-administrator or the master administrator must make the request. In XO's experience, this
verification process has proven to be extremely robust and has been met with great customer
satisfaction.

XO serves business customers. The authentication procedures described herein are used
for XO's non-web-based business customer care call center. Authentication procedures
differ for XO's web-based business customer care interface, and include authentication
practices appropriate for mtemet commerce.
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2. Customer-Set Passwords

XO also urged the Commission not to adopt a rule that would require business
carriers to implement customer-set passwords, mandatory or optional. In support of its position,
XO noted that there is no evidence that passwords are especially effective when used for live
customer-care calls or that passwords are more effective than the multi-tiered authentication
procedures already in place at XO and other carriers serving the business market. Indeed, XO
indicated that the imposition ofany password requirement could reduce the effectiveness ofits
authentication practices already in place and which have a history ofworking satisfactorily. XO
also noted that the implementation ofpasswords for non-web-based customer care would be
unduly burdensome and costly - especially in the context ofbusiness customers.

Although XO does not support any requirement for passwords, XO emphasized
that, if the Commission were to adopt a requirement that carriers make available customer-set
passwords, then it must limit the requirement so that it applies only to residential customers, as
the concerns raised regarding pretexting do not appear to have arisen in the business customer
market segment. In support ofits position, XO also indicated that passwords are particularly
unworkable in the business customer context. This.is largely because business customers often
have multiple authorized administrators on a single accounr which in: turn exposes passwords to
multiple points ofpotential compromise. In the business customer context, passwords are highly
dependent upon the security culture of the particular business customer. Multiple points of
access, lax customer password protocols, and potential compromise ofpasswords increase
sigirificantly the burdens associated with the implementation and use ofpasswords in the
business customer setting. Moreover, these complications are likely to interfere with the
customer's legitimate requests to obtain account information.

To facilitate definition ofthe distinction between a residential customer and a
business customer in this proceeding so that business customers can be excluded from any
password requirement the Commission may elect to adopt, XO proposed that the Commission
exclude the following categories ofcalls from any password requirement:

• Calls pertaining to accounts that have a designated account
administrator/manager; and

• .Calls made into a business customer care call center.

2 The number, identity and authorization level ofadministrators on a given business
customer account is, by necessity, determined by the customer, and would vary
depending onthe type of account. For example, a nationwide account customer might
designate an account sub-administrator at locations in every state, while designating
additional account sub-administrators for handling trouble tickets.
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Inquiries on accounts that have a designated account administrator or calls made into a business
customer care call center signify that the caller is a non-residential customer.

In sum, multi-tiered authentication as described above represents a proven means
ofprotecting business customer information in a way that is consistent with the Commission's
goals ofprotecting the privacy ofcustomer infonnation. Additionally, as discussed passwords
are unworkable in the business context and have the potential to diminish a prudent carrier's
already robust authentication practices. Accordingly, adopting a distinction between the
business and residential market and excluding the fonner for purposes ofany password
requirement also will further the Commission's goals ofprotecting the privacy ofcustomer
infonnation.

Please contact us ifyou have any questions regarding this filing.

Respectfully submitted,

John J. Heitmann
Jennifer M. Kashatus

cc: Michelle Carey (via email)
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Summary·
. ... ..

o There is non-eed.·to:mod:ify the. FCC's
existing.CP·NI rules.-.·the·· P·CC'.scurre
rules are· sLifficie-n:t to·:s·a:fe·g·uard .CPN:

. .

o The FCC sho.uld· not·a·db:pta·ny··o.f ·EP·l
proposals' .

o The FCC, 'also should not·· ·m·odlfyits. rl
perta·in.ing .to JO.intvent·u·re part.nersc
inde·pend·e.nt con:tra,ct().rs

o XO supports the. a'd·optionof' a safe hi
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There· is ·No· N·:e.ed· t·o .M·bd.ify·t.he 'FCC's
Curre'nt CPNI·Ru.le·s ..

o Comments 'in th·lsp·ro~cee·dJ.ng .
demonstrate an overwhelming carrier.
commi,tlTle·nt toco·n·s:u·mer privacy

o Comm'ents in this'pr-oceedlng also
. . .

demo:n·strate:. that··th·.e·:·rrs·k.to.,· 'customer
privacy is due topretexting or other
unlawful. pract'ices .•..
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The FCC, ,Shou:ld Nbt:,:A:d':op:t A'ny, of, EPIC/s,
. ." .

PrOpOsal$· . . . .
... .

, , ,

o Adoption of 'E'PIC'sproposalswould ca'usecarriers to
incur significant costs'without'addressipg the underlying
p'roblem:,', pretextin'g'

o Custom'er-set pa'ssw'ords "
, , ,

• Passwords' are 'unw'brkab:le for business customers
'because the imprem'entation6f customer-:-set
passwords on ,accounts ,:wlth,mu'ltiple.administrators,
would be extremelyco'stly a',n'd difficult to administer

. .. .

• Consumers do not want pa'sswords '
, ,

o Audit trans
• "FCC 'alreadyhasrejected'the,use of 'audit trails and

th'ere is no reason" tbrevisit .that decision '
• It would, b'e extremelycostly ..and burdensome for

carriers to' cha,nge or ,'nio:d'ify their databases to be able
to implement audit tralls,

, ,
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The FCC Should Not Adopt Any of EPIC's
Proposals (cont.)

•

•
•

•

Encryption . .
• unnecessary if a carrier maintains 'appropriate CPNI safeguards
• Unworkable - the carrier would need to urien:crypt the data each time it needed to

access the data ., .' ::. ..... .... .
Once thecarr'ier unencrypts the data (for example, for billing purposes), the data
is now available in a w'ritten:unencrypted format outside of the carrier's system,
thus negating the benefits of encrypti·ng. the· data :....... . .
Prohibitively costly and neady .im:p·ossible·.fbr to implem'ent an encryption system -
would require complete replacement of carrier' billing practices .

CPNI Breach Notifi'cation
• FCC. should not require carriers to notify .customers each' time a breach has

occurred ." . . .
Not 'all CPNI breaches result hl the misuse -of data·
Puts an undue burden on 'carriers; carriers may not have knowledge that a breach
has occurred ." . .'
Ifa security. breath. has resulted: in. the. bre·a.ch of personally identifiable .'
information (such as ·social s~curity ·number.or·credit.. card.number) and carriers
have knowleClge of the breath/·then" carriers alre'ady are required to notify
consumers that a breach hcisocctJrred'und'er varioLis federal·andstate statutes.. .
If the FCC implements a breachriotific:a'tion 'rule~then it must limit breach.
notificati·ori duties to when. Carriers have. knowledge. that the customer's own
personal arid credit ·information· h'asbe·en.·c6mp,romised;·:car'riers should not be
'required to notify customers·.aftere·ach release of CPNI . '. .... . . .

••

o

oIe.
\
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. . . . .. .

The FCC Sh·.ou.l.d·.··No.t·.· ~#,.odjry: ..(:>a~rrier ::O:·b:H·g·~tions

with Regard .toJo·int Ve~:t(j're<F?a.rtne.rs··.a..nd·
Independetlt· .C:·C?n.~rC1.~·:~qr~:··.. ... .

•• •• • ••• •• • •• •• ••• ••• ...... • ••••••H.M. ••• •• • •

o There is· no evi·de:n:cethat fr·a:ud:ul·ent acce.ss
to records' is due·'to Joi:nt··ventu·re.part:n~ers

'. . .

, or ind·eperid.entc·o·ntractors
o Modify'ing ·:the rul.e.s ·.·pertai.ning·:.to·

. . .,. . ... ... .

independ·e:n·t to:ntra~tors' '~a':n'd' Jq'int ·ve.ntu reo
. ., . '" ...

part.n'e·rs w'ould ha·ve·· a·n .... a:d\l.erse... i:·mpa·ct·on
. . ..

carrier operatidtls by ·sh·uttlng 'd()w:n
ind·e·pen·d·ent.. sales:·ch.a·nr)els

o Modifying therules:V\io:uJd' vi.olate: the First
. . ..

Amend'ment of theU·.S.:Constitution
6
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x0 Supports Ac:Jpptign()faSafeHarbor
, .. . . . .

o 'xo supports adoption ora: safe"harborbased on best practices

• xo su pports the following safe ha rbor components:
o 'Carriers must develo'p internal'writte'npro'cedUres'to protect CPNI,
o Carriers m:ust conduct'traTnin'g regardin:g tho'se 'procedures and the ,

protectionof'CPNI " ,',:,' " ,: ".., "':: " ' ,
o ' Carriers must devel.op, ihterr:-tal,st~~:dardsfor ..customerauthentication
o Carriers must file CPNl 'certificatib'ris, with-the ,FCC' 'ci:riilually ,
o ,Carriers must rrot u's'e'sodai, 'se'c'LJrHV numbers''for'cu'storTier

authentication ' ",', " " ' ' " ,," ,",' '

• XO does not support.inclusion of the:following, in c:l'ny'safe harbor:
o Mandatory password prote'ction 'for call center iriqu;ides
o Optional password 'protection for can center iri'quiries" unless limited to

residential accounts,' " ",'" , ':" ' , ' ' , ,
o Customer' nbtifl'cation of. unauthorized access/disClosure of CPNI
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Addi,tlonaJ 'Co~,n:sld:'e',:r'a,tlons,
jl, 0 xo supports COMPTEL's request that the FCC affirmatively

prohibit lan,guage in: c6mm'erciaL agreements that would
require CLECs to relinquish "theltco'ntrol' over customer
CPNI " , ' ' " '
• Contract provisions propbsedinAT&T commercial agreements

interfere with a, GLEC's abilityto~ protect its customer's,'CPNI
• FCC should confirm ,that lang"uage inAT&T's'.(otany other

, commercial'ag'reem'ent), tha,t hampers a, ca'rrier's ability to
protect its custo'mers.'CPNI Would be, deem'ed unenforceable

o FCC should notapply C'P'NI rules"to ISPs or information
services ' ' ',"
• Doing so is not supported by. section 22.2,which,applies solely

to information derived frOt" "telecommunications, services"
, ,

• Applying- cpNI 'require",e:ht~to information ,services ,is not
necessary; EPIC is concerned,':about the release of telephone
call records; and has not demonstrated ,any" b'asis for applying
CPNI requirements to ISPs ,orirtfbrmatlor"i-services ' ,

. . . . .
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